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Abstract: The purpose of this paper is to present the work platform used to 
manage the faults that have appeared in all the work points (hydroelectric plants, 
pumping stations, dams, administrative offices) within the company Hidroelectrica SA. 
It all started from a simple concept of registering the faults in a centralized database 
directly from the affected unit. For this purpose, a client-server web application was 
developed. The client part has been installed in every work place of the company, and 
due to the algorithms and interfaces implemented, the failures are transmitted directly 
to the servers that host the application and the database. Also, a well-determined 
informational flow has been developed that follows the progress of the failure, with 
specific statuses, from registration to remediation. 
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Rezumat: Scopul acestei lucrări este de a prezenta platforma de lucru 
utilizată pentru gestionarea defecțiunilor apărute în toate punctele de lucru 
(hidrocentrale, stații de pompare, baraje, sedii administrative) din cadrul companiei 
Hidroelectrica SA. Totul a pornit de la un simplu concept de înregistrare a 
defecțiunilor într-o bază de date centralizata direct de la unitatea afectata. Pentru 
acest deziderat, a fost dezvoltată o aplicație web de tipul client-server. Partea de 
client a fost instalată în fiecare punct de lucru al companiei, iar datorită algoritmilor 
și interfețelor implementate, defecțiunile se transmit direct catre serverele care 
găzduiesc aplicația și baza de date. De asemenea, a fost dezvoltat un flux 
informațional bine determinat care urmarește progresul defectiunii, cu statusuri 

specifice, de la înregistrare pâna la remedierea acesteia. 

Cuvinte cheie: registru electronic, înregistrare defecțiuni, automatizare 

1. Introduction

The digitalization era has attracted new operating standards, which 

has forced the adaptation of the working mode to these new standards. Thus, 
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the company Hidroelectrica is in a continuous process of development, 

integration and adaptation to the new standards. The Electronic Failure 

Registry is a web platform designed for recording, directing, tracking 

progress, recording solutions and storing all information in a centralized 

database for all the malfunctions that appear in the company's work points. 

The application aims to make the transition from the classic paper registers 

present in the control rooms of the hydroelectric plants to a single register, in 

electronic format, for the entire company. 

Before the application was implemented at all work points, the 

defects that appeared were recorded in a physical, paper register. From the 

physical register, the defects were transmitted by telephone to the 

hydropower dispatcher who in turn wrote it down in a paper register. Also 

on the phone, the shift chief announces the head of the boiler, respectively 

the head of section regarding the malfunction. Further, the dispatcher 

transmitted the defect to the maintenance service that issued the repair order 

to the company Hidroserv that provides the repair and repair services. It was 

a heavy flow, with many possibilities to mistake some information about the 

failure due to the transmission and reception by telephone. In other 

situations, some less significant flaws were even forgotten because it was 

not a rigorous record of theirs.  

All these situations have given rise to a concept of having a 

centralized work platform consisting of a client-server web application and a 

database, meant to simplify the heavy flow, to eliminate the situations of 

transmitting impatient data regarding and to offer the possibility of tracking 

the progress of the failure with the response time of each compartment 

involved. The concept remained not only at the level of theoretical approach, 

but became a reality. The whole concept was conceived, developed, 

developed, implemented and processed by the authors of the present work, 

and today the company benefits from a well-organized, clearly structured 

work platform, with an easy and transparent information flow, for managing 

the failures.  

2. Functional description of the application

The application was developed in JavaScript and HTML (CSS) for 

the frontend and PHP for the backend side, where it is connected to the 

Apache 2.4 web server. For the information management system, a relational 

database MySQL developed by Oracle was used. Currently, the operating 



From concept to reality: Electronic Defect Register 101

system used on the machine hosting the application is Ubuntu Server 18.04.4 

LTS. 

All the computers within the company received access to the client 

application, so a unitary solution for reporting a failure in each location was 

implemented.   

2.1. Informational flow 

In order to determine the major differences between the old and the 

current information flow, we made a block diagram. 

Figure 1. Old informational flow 

As can be seen from the two diagrams, before the application 

appeared, the flow was a heavy, slow one, with many possibilities to make 

mistakes or to transmit inconsistent data. With the implementation of the 

application, all the data and status of a failure are concentrated in a single 

platform, from registration to remediation.  
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2.2. Failure registration 

When a failure occurs at one of the company's work points, the shift 

manager has the attribution to record the failure in the application. It will 

complete the defect addition form as in the figure presented below: 

Figure 3. Registration of a new fault 

After completing this form, the tour manager has the opportunity to 

preview the final format of the failure before the actual registration. 

Figure 4. Fault preview 

• If the fault data are correctly recorded, then press the validate

button to complete the registration process. 
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• If you want to edit the previously completed content, the edit button

will be activated, which will allow you to modify the add defect form. 

• If you want to cancel the addition process, the delete button will be

activated.

When the failure is validated, it will be published on the main page 

of the platform, initially marked with red color and unresolved status: 

Figure 5. Main page of the application 

2.3. Direction of failure 

 During this stage, the head of the operating unit / service of the 

administrative unit has the task of directing the failure of the competent 

department in order to solve it as efficiently as possible: 

 Equipment Maintenance Service;

 UCCH (Tracking the Behavior of Water Construction) Service;

 Monitoring and Diagnosis Service

 IT service

 Heritage Management Service

After completing this form, the status of the defect will change to

sent to Monitoring and Diagnosis (according to the example above) and will 

be orange. 
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Figure 6. Fault correction form 

2.4. Taking over the failure 

When the defect has been addressed, the designated person from the 

concerned department will take over the defect by filling in the following 

form: 

Figure 7. Fault pickup form 
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Thus, after completing the required fields, the failure will be taken 
over by the service designated at the previous stage and its status will 
become pending ... written in yellow. At this moment it is known that the 
approved department has taken the organizational measures for the 
intervention, and the failure will be remedied.  

If the malfunction is notified by the Maintenance Department or 
UCCH, a standard notification form must be issued to the Hydroserv Repair 
Section for intervention. This form is automatically generated from the 
application and is printed.  

2.5. Finding the fault 

This is done on the spot by the personnel responsible for performing 
the remediation work. 

The findings on the failure are recorded in the application, thus 
keeping the data regarding the causes of the failure. 

If staff delegated by the department to which the defect is addressed 
finds that it cannot intervene to remedy it, then the defect will be redirected 
to the head of the department with the motivation and request to be sent to 
another department for intervention. In this case, the status of the defect will 
be redirected ... The head of the section will reiterate the procedure for 
directing the failure to another department in order to solve it. 

Figure 8. Fault finding form 
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2.6. Failure remedy 

Upon completion of the remediation work, the operating personnel 
will complete the fault route by completing the Failure Remedy form. Here 
are recorded all the data regarding the works carried out. This ensures their 
centralized storage. 

Upon validation of the remedy, the date and time from the time server 
will be automatically taken over and this will be considered the date / time of 
completion of the work. Also the malfunction will take on the status of Remedy 
and will be colored in green. At this time, the failure becomes closed. 

Figure 9. Failure Remedy Form 

3. Characteristics of the application

Besides the description of the informational flow from the 
registration of the fault and until the record of its correction, the work 
platform Electronic Register of Defects has the following characteristics: 

3.1. Data security 

For maximum security of sensitive data, an AES encryption and 
decryption method of passwords and other sensitive data is used. 
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Each change in the database (add, delete or update) is called a 

replication script to make the change on both the main and redundant servers. 

Any action taken by the user is marked in an event log along with the 

time stamp, the work unit IP and the user name. 

On the redundant server at 06:00, the main database and archives are 

automatically backed up. 

The application is provided with methods of preventing SQL 

injection, and this can be accessed only from the company's internal network 

(intranet) or from outside using a VPN service. 

3.2. Automatic mailer 

At the time of validation of a failure, the "mailer" script will notify by 

email the administrative staff (CHE chief, department head, branch manager 

and water management dispatcher). The email contains the details of the failure, 

the date and time of the addition and the person who records the defect. 

This method has been adopted to facilitate the traceability and 

transparency of the information and also to optimize the time of awareness 

regarding the occurrence of the incident.. 

3.3. Data filtering 

Considering the very large amount of information and the need to 

look for a certain fault, it was necessary to implement a data filtering engine 

according to certain fields established by the user, such as: 

- Branch and/or unit;

- Fixed medium;

- Equipment;

- Defective condition;

- Date of occurrence or remediation;

- Key word.

Also, there is the possibility of ordering data according to the same

criteria. 

3.4. Data export 

In order to have a more accurate record of the faults, the application 

was developed so that the export of data can be carried out according to 

customizable formats. 
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3.5. Data archiving 

Every 00:00 of the month 01.01 is performed the procedure of automatic 

archiving of the defects whose status is "remedied". Basically, all the defects 

remedied from the previous year are stored in the main and backup archive 

of the platform. At the same time when the archiving trigger is activated, the 

fault counting is reset starting with 01.01, 00:00. 

3.6. Tracking response times 

For each action that changes the fault status, the application records 

the time stamp and the IP of the computer on which the command is 

executed. In this way, the reaction times of each department involved in 

solving the defect can be followed. 

3.7. Automatic generation of standardized forms 

Based on the information stored in the databases, the typing files are 

automatically generated (annex to the repair contract) which can then be 

printed directly from the application without the need to complete the 

documents by the Maintenance service in .doc format (as it was done before 

the implementation of the electronic register). 

In this way, the automation procedure greatly simplifies the 

bureaucratic work and considerably reduces the number of errors. 

3.8. Differentiated interfaces on the type of access 

Depending on the account on which the application is accessed, 

certain user rights are associated. Thus, in the application some accounts 

have only the right to view, others have the right to view and filter, others 

have the right to register and record remedies, etc. 

The accounts of the department heads have the right to direct the 

deficiencies to the competent departments. 

Maintenance can generate the typed files and edit the contents of a 

malfunction before printing. 

The administrator has supreme rights, and these have been associated 

only with the application holders. Administrator accounts are used in 

particular for the management of the other client accounts and their related 

rights. 
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3.8.1. Executive page 

It allows additional actions regarding the sorting and filtering of data, 

respectively their export. Accounts with "executive" access rights have the 

right to view all the failures registered in the platform, unlike the other types 

of access that are limited to the branch or units to which they belong. 

4. Conclusions

The implementation of this new work system has brought with it a 

considerable number of advantages, but also some disadvantages which will 

be presented in the following subchapters. 

4.1. Advantages 

 The first and most significant advantage is found in the clear

traceability and transparency of the data, which greatly optimized the 

efficiency of the solutions.  

 The application has an intuitive interface and multiple series of

conditioned interlocks have been designed that reduce the number of 

mistakes that can be made. 

 The informational flow being well defined, the tasks could be

distinguished in a balanced way. 

 Automatic generation of documents (annexes) in pdf format and

the possibility of being printed directly from the application. 

 Multiple filtering and sorting of faults directly from the

application, as well as the possibility of exploiting the data in any desired 

format. 

 The existence of a redundant server for secure hosting of data.

 Using the working method in the repository (SVN type) to allow

multiple developers to work simultaneously without interrupting the access 

of other users to the application. 

 Decongestion of the actual working time at the time of failure.

 Implementation of the time calculation functions performed for

each stage of the failure. 

 Permanent updates to use the latest technologies (libraries and

frameworks). 
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 Further development of very new features as the application was

developed using its own strengths. 

 The possibility of developing the working environment at a higher

level than the present one (chapter 4.3). 

4.2. Disadvantages 

 Difficulty of implementation in all branches as each had its own

way of working, an impediment that made it very difficult to combine all 14 

working styles into one unit. 

 Technologically outdated work machines that could not optimally

run the latest generation technologies as expected. This issue has been 

remedied by upgrading the equipment, respectively, using an operating 

system with reduced system requirements (Linux). 

 The impossibility of any user to delete a validated failure in the

database. According to an internal decision, it was decided that this right 

should not even exist in the administrator. 

4.3. Future developments 

It is hoped that in the future a bridge will be developed between the 

repair company HIDROSERV SA and the server application, so that on the 

same principle that those of the administrative staff are notified, those 

responsible for repairs, with related rights and restrictions, can be notified. 

From the storage point of view, migration is considered on a much 

more efficient database in terms of speed (NoSQL or MongoDB), which 

would increase not only the response time of the application but also the 

security of the data. 

As the user interface is considered the development of a mobile 

application or a responsive interface of the web page if it is operated from a 

mobile device (smartphone or tablet). 
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