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Abstract: The article makes a synthetic presentation of the digitization aspects 
in the electrical power systems: philosophies of theoretical-engineering approach, 
advantages and warnings rised by the digitalization problem. 
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Rezumat: Se face o prezentare sintetica a problematicii digitalizarii in 
sistemele electroenergetice (SEE): filosofii de abordare teoretico-ingineresti, 
avantaje si atentionari ridicate de digitalizare. 
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1. Introduction 
 
Prolegomena of an electrical power systems management (EPS) 

 
We are going through an intense period of future emergence technologies 

and new concepts and paradigms in the management of the EPS. For a correct use 
of the new concepts it is necessary to explore the context in which these concepts 
have appeared and acquired new values. 

In this sense we mention the term digitization / digitalization, a concept 
that tends to take over the entire behavior of the current world.  

This brief investigation begins in 1980 when Yoneji Masuda launches the 
idea of the Informational Society as a solution to the different development 
problems between East and West, South and North. 

Later this concept was completed in 1995 by Mrs. Edith Cresson and Mr. 
Padraig Flynn and nominated as the Knowledge Society. 
In parallel, we were witnesses of two imprtant moments of the industrial 
revolution: Industry 4.0 (2010) and Industry 5.0 (2017). For example, Industry 5.0 
can be characterized by: 
- the trend of the processes change towards directed change to a closer 
cooperation between man and the equipment and the systematic prevention of 
possible damages and losses; 
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- priority is the efficient use of the workforce of people and equipments, in a 
synergetic environment. 

In this context, we should mention some ideas for approaching an EPS, 
both from the analysis point of view and from the design (synthesis) point of 
view: 

α) The systems theory is based on the notions of system (technical system) 
and process (industrial / technological one). Here I must highlight a new theory of 
approach of the two classes of control systems - classical systems and systems 
based on artificial intelligence - in a whole unit, the dual systems theory (fig. 1). 

β) The system analysis is focused on the use of informatics systems in the 
management of an EPS. 

γ) The multiagent system is an extension of the systems theory, each 
system being an agent that is supposed to cooperate with the other agents. 

δ) Cyber Physical System (CPS) is a concept launched in the USA around 
2006 that emphasizes both the physical and cybernetic part (informatics system), 
but in particular, the communications part (fig. 2). 
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Figure 1. Block diagram of automatic dual adjustment of depression in the furance of a steam 
boiler with a drum 

B – fuel flow 
A – air flow 
G – burned gases flow 
H – depression in the furnance 
%O2 - % oxygen signal in flue gases in burned gases 
KR – RG controller gain 
T1 – time constant for integration in RG controller 
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Figure 2 - RAf-P control towards CPS 
 

2. Digitalization - challenge and opportunity 
 

Digitization has evolved over many decades from a simple notion that 
defines the conversion of analog sizes to numeric, to a true basic concept. 

The digitization of a value / signal is synonymous with the transformation 
of an analog signal (smooth, continuous) into a numerical signal through a double 
operation: time sampling and amplitude quantization. 
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Following an investigation by Romanian entrepreneurs, we can define the 

digitization as follows: aggregation of blockchain, IoT, robotics, AI, AR, VR, 3D 
design, drones. 
The favorable and convergent elements of the foundation of the concept of 
digitization are: 

• intensive computerization of real economies, together with a globalization 
of IT&C technologies; 

• the need to management of some massive data; 
•  real-time applications, in particular,  the energy field were "poster" 

(alongside military and space field) 
At European level, there is a plan that supports the "New agenda for 

competences in Europe" and is in line with "Europe 2020 strategy": 
• Every man must invest in his digital skills. 
• Pre-university education should use IT&C technologies for educational 

purposes, up to date with technological developments in the field: all pre-
university school units have broadband connections, and teachers have digital 
skills. 

• Greater attention is needed to the protection of false data and information. 
A permanent change of “media literacy”, security, security and confidentiality is 
required. 

•  Stimulating innovation and digital skills in all educational institutions. 
Higher education in energy and electrotechnics, but also in automation, 

electronics and computer science have been promoters of advanced technologies, 
so also of the digitization. These must be a guarantee of digitization programs in 
the real economy. 

It must be reminded that in January 2018 - the EU elaborates and 
disseminates the "Action Plan for digital education", considering that education 
and training are the best investments in the future of Europe. 
 

Figure 3. Output input discretization scheme 

sampling device 



Sergiu Stelian Iliescu 
 

3. Cyber security 
 

Information technology, which is benefic from many points of view, also 
brings with it a series of vulnerabilities. Counteracting them requires a series of 
security measures to achieve safety in operation in the EPS and in energy field in 
general. 

It must be underlined that without the security of information it is not 
possible to digitize, and without digitization it is not possible to think to a positive 
evolution with the real economy. 

The Cyber Security issue involves several aspects that will be presented, 
without having to present the multiple facets of the problem: 

1. The implementation of digital technologies must be done after an 
analysis and awareness of the relationship between technical dependence and 
social consequences, knowing that digital technology is a vector of development 
but can also be a "weapon of attack" on the economic entity where it is applied. 

2. A culture of the risk of using new technologies must be developed, in 
particular, the existence of various scenarios of "cyber attacks" (a true 
organizational culture in this regard). 

3. Establishing strategies for implementing digital technologies, implicitly 
for strategies for securing the elements from a socio-economic objective. 

4. Identification of vulnerabilities starting from the level of information 
collection devices, communication channels and management nodes, including 
those represented by the human elemental. 

 
4. Conclusions 

 
 Romania has a major advantage in this age of digitalization: sufficient and 

talented human resources, professional body in the higher education but also in 
the competent pre-university and loyal to the didactic-pedagogical activities but 
also research activities. 
  We have entrepreneurs who are "spear-head" in using digital technologies. 
  The problem of digitization has a correct perception in the real economy. 
  In addition to appropriate government policies, it is necessary to build a 

flexible higher education and an operational triumvirate university-economic 
actors-government must be achieved. 
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